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[ISO37002 and the EU Whistleblower
Directive: A complementary coupling?

As the EU Whistleblower Protection Directive (Directive 2019/1937) comes into force at the
end of this year, many thousands of affected organisations across the EU will be implementing
a whistleblowing programme for the first time.

It is perhaps fortunate then, that the International Organisation for Standardisation (ISO) has
published the voluntary guidance standard, ISO 37002: Whistleblowing Management Systems.

The standard aims to provide “guidelines for implementing, managing, evaluating, maintaining
and improving a robust and effective management system within an organisation

for whistleblowing”.

This raises an obvious question — how can the new ISO guidelines help organisations to
develop a compliant response to the incoming EU Whistleblower Protection Directive?

WHAT'S THE DIFFERENCE BETWEEN IS0 37002 AND THE EU DIRECTIVE?

The EU Whistleblower Protection Directive sets out minimum whistleblower protection standards that EU member

states will need to transpose into law by 17th December 2021. Organisations within those member states with 250 or
more workers will need to comply with the new laws from the same date. Smaller organisations with 50-249 workers

will have a further two years to comply.

The ISO 37002 standard provides voluntary guidelines for organisations looking to establish a whistleblowing
management system. With the establishment of such systems at the heart of EU Directive’s requirements, the standard

offers an internationally recognised framework that incorporates global best practices for development and deployment.

HOW DO THE EU DIRECTIVE AND IS0 37002 COMPARE?

Looking at the stated aims, or intended outcomes, of the two documents, it's immediately clear that that there is a

complimentary relationship between them in their key areas of focus.
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https://www.iso.org/home.html
https://www.iso.org/standard/65035.html
https://www.navexglobal.com/en-gb/eu-whistleblower-protection-directive?utm_source=blog&utm_medium=website&utm_campaign=blog-resource
https://www.navexglobal.com/blog/article/eu-directive-2021-deadline-large-sized-companies/
https://www.navexglobal.com/blog/article/eu-directive-2021-deadline-large-sized-companies/
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» Create safe reporting channels for workers _ o ) )
] » Encouraging and facilitating reporting of wrongdoing
(both internal and external)

» Ensure workers know how and where ) o
] » Improving organisational culture and governance
to report wrongdoing

» Acknowledge receipt of reports and provide » Ensuring reports of wrongdoing are dealt with in a
timely feedback proper and timely manner

» Protect the confidentiality of whistleblowers and » Supporting and protecting whistleblowers and other
those named in reports interested parties involved

» Protect employees from retaliation » Reducing the risks of wrongdoing

The core areas of enabling reporting, addressing those reports when received and protecting the people involved, are
common to both the requirements of the Directive and the guidance laid out in the ISO standard.

The EU Directive is of course focused on provisions to ensure the protection of whistleblowers, but all requirements of the

Directive are addressed to a greater or lesser extend in the ISO standard as well.

MAPPING THE DIRECTIVE'S REQUIREMENTS TO THE 1SO GUIDANCE

Create safe reporting channels for workers
Section 8 of the ISO standard provides guidance and recommendations for the implementation of safe reporting
channels. This includes suggestions for the more common methods of receiving reports, but more importantly, how such

methods can be leveraged to increase the accessibility, trustworthiness and efficacy of the reporting programme.

This section of the ISO standard also includes a useful list of example questions to ask the whistleblower that will help

ensure critical information is captured.

Ensure workers know how and where to report wrongdoing
This requirement of the directive is covered in Section 7 of the ISO standard, which delves into training and awareness

measures, as well as best practices for communication of the programme.

Thorough training and awareness-raising will be vital to meeting the requirements of the Directive, so the detailed
considerations laid out in the standard should prove highly valuable when defining the scope of the training.

Similarly, understanding not just how and when to communicate, but who with and from whom the communication
should come, can play a big role in raising awareness and perhaps more importantly, building and maintaining trust

in the reporting programme.

Acknowledge receipt of reports and provide timely feedback
Within Section 8 of the standard, recommendations for providing feedback throughout each stage of the whistleblowing

process can be found.

Building feedback loops around the operational steps as defined in this section will help to structure communications and
manage expectations. Guidance on acknowledging reports, acceptable timeframes and details of what level of feedback

to provide is also included here.
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Protect the confidentiality of whistleblowers and those named in reports
Within Section 7, the ISO standard stipulates the importance of maintaining the confidentiality of all parties involved in
any report. Of particular note here are the examples listed for special consideration during planning, which highlight

some of the less obvious ways that the parties involved could potentially be identified.

As part of the plans to ensure confidentiality, it's also important to define the procedures for dealing with breaches of
confidentiality, or where attempts have been made to identify the parties involved. Other sections of the standard -

dealing with data protection and controlling documented information — will also contribute to this requirement.

Protect employees from retaliation
With the protection of whistleblowers the driving force behind the Directive, there are several parts of the ISO standard

that will help with defining processes to ensure this requirement is met.

Section 8 provides advice on assessing and preventing the risks of detrimental conduct early in the reporting process.
Identifying potential risks at this stage will help when assessing and investigating reports. Detailed guidance on
protecting whistleblowers, the subjects of reports, as well as other relevant parties is also provided. Should retaliation

occur, however, guidance is offered on how to address instances of detrimental conduct.

AREAS OF FURTHER INTEREST

There are many further areas of the ISO standard that delve deeper into the areas of improving organisational culture

and governance, which are well worth referring to when planning to implement a whistleblowing programme.

One of the key challenges many organisations face is getting full buy-in and acceptance from employees, but there

are numerous parts of the standard that contain guidance and considerations for overcoming this.

For more background on how the standard is intended to create transparency, trust and an ethical culture through

whistleblowing systems, read this interview with the ISO convenor for ISO 37002, Dr. Wim Vandekerckhove.

A STANDARD WITH GLOBAL RELEVANCE

Because the ISO standard comprehensively covers a wide range of the challenges related to setting up and managing
a whistleblowing program, the guidance is not only suitable for those organisations affected by the EU Whistleblower

Protection Directive, but has relevance around the world.

With the global legislative drive in this area, ISO37002 can help address the requirements of other regulations, such
as the 2019 Treasury Laws Amendment (enhancing Whistleblower Protection Act of Australia), or the Japanese

Whistleblowers Protection Act, for example.

Leveraging internationally recognised best practices such as this not only helps to ensure that compliance obligations
are met, but will help organisations to get the most out of these programs and ensure that they do actually make a

difference, not just tick a box.

ABOUT NAVEX GLOBAL

NAVEX Global is the worldwide leader in integrated risk and compliance management software and services. Our solutions are
trusted by thousands of customers around the globe to help them manage risk, address complex regulatory requirements, build
corporate ESG programs and foster ethical workplace cultures. For more information, visit www.navexglobal.com.

+44 (0) 20 8939 1650 INFO@NAVEXGLOBAL.COM WWW.NAVEXGLOBAL.COM

© 2021 NAVEX GLOBAL, INC. ALL RIGHTS RESERVED. | 29.07.21


http://www.navexglobal.com
http://www.navexglobal.com/resources/whitepapers/Five-Key-Questions-Assessing-Integrated-Third_Party_Due_Diligence-Systems
http://www.navexglobal.com/
https://whistleb.com/blog-news/iso-37002-on-whistleblowing-management-systems-the-ethics-perspective/

